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About 

• Completely politically independent NGO
• Public policy research and advocacy
• Focus on technology, health, education

• And their impact on society at large

• Australian professionals from tech, law, 
medicine, academia
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Talk outline

• Data Retention (briefly)
• Problems with Data Retention
• Implications for healthcare

• Healthcare data breaches
• The future of public health?
• Healthcare workers and IT
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Data Retention

• Requires your telecommunications 
company to keep records of the 
communications you make
• Home phone
• Mobile telephone
• Internet (fixed, wireless, mobile)

• Content of communication excluded in 
Bill
• Otherwise very broad definition
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what is retained?

• Substantial service / account info
• The source and destination of the 

communication
• Including username, IP address, phone #

• The type of communication (email, chat)
• The location of the device at the start 

and end of the communication
• …but not the content
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Is that so bad?
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30C3 Conference, December 2013 – Image by Electronic Frontier Foundation via Twitter



My email network
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Personal tracking

22-23 May 2015 March / April 2015
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the problem?

• Because this data is “not privacy 
sensitive”, it is available to LEAs without 
a warrant*

• LEAs made 550,000 requests in 2013
• “Metadata” allows:

• Continuous motion tracking
• Extensive network analysis
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Practical considerations

• Your ISP will need to store this data for 2 
years
• Cost
• ID-theft honeypot datacenters

• The Federal Police have already had at 
least two five data breaches
• And there is no requirement for them to 

delete the data after using it
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Health implications

• Obviously we all have a requirement for 
confidentiality

• Some services have more than others
• Sexual health
• O/G & Paeds

• If your patient requests absolute 
confidentiality – what are you going to 
do?
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Family Court

• Family court lawyer requests disclosure of metadata

• Several SMS to unknown mobile number

• Phone connected to tower between 5pm-7pm at location 
not matching work or home address

• Home internet search leading to IP belonging to sexual 
health advice website

• Phone contact with Cairns SHS

• Phone connects to Cairns North cell tower

• Following day, SMS from CSHS results number

• Internet session connecting to IP for 
www.letthemknow.org.au 
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Facebook is evil (1)

2013

• “Emotional states can be 
transferred to others via 
emotional contagion, 
leading people to 
experience the same 
emotions without their 
awareness”

2017
• FB can “can monitor 

users' posts and 
determine when they 
are feeling "stressed, 
defeated, overwhelmed, 
anxious, nervous, stupid, 
silly, useless, or a 
failure.“ and detect 
"moments when young 
people need a 
confidence boost."
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Facebook is evil (2)
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And bad for privacy

• Mobile numbers on 
patients’ phones?
• Or on doctor’s phone?

• Browsing history?
• Common location?

• Collateral collection 
of other personal 
data
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HEALTHCARE DATA LINKAGE
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new FRontier

• Open data is the movement to making 
scientific or civic data freely accessible

• Allows researchers, citizen scientists or 
the curious to discover new things

• Increases your research’s citations
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Open Data
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Big Data

• Everything we do 
these days generates 
data 
• Lots of data – 2.5 x 1018

bytes per day (IBM)
• 25 million terabytes

• Think about the phone 
tracking picture, 
Facebook, your Fitbit, 
etc etc

• Mass analysis of data
• Much of this data is in 

“walled gardens”
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Google deepmind

• Google’s subsidiary 
artificial intelligence 
research branch

• Entered partnership 
with Royal Free NHS

• Patient records run 
through machine 
learning computers
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Streams workflow
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Improved outcomes
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What cost?
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New Scientist – April 2016 New Scientist – May 2017



Data Linkage

• The process that is used to combine 
information relating to an individual 
from multiple sources

• Absolutely has the potential to generate 
public health benefits

• But is unequivocally a risk to privacy
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How data is linked
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Medical Opinion

• “In our increasingly complex world, 
members of the public should be 
reassured that, without risk to privacy, 
the personal information collected from 
them can be aggregated and used in 
such ways to inform and protect them, 
and to increase the efficiency and 
effectiveness of public services.”
• Fiona Stanley – Epidemiologist, Telethon 

Kids
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Trust the government

• Details of asylum seeker detainees
• Including reasons for seeking asylum

• Personal mobile phone numbers of 
members of federal parliament

• Detailed demographic details of 50,000 
Australians and 5,000 APS staff Finance

• Robodebt, Censusfail etc
• And the deliberate ‘doxxing’ of Andi Fox
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Red Cross data breach

• 550,000 donors 2010-2016 affected
• Donor questionnaire database posted to 

publicly accessible webpage
• Name, address, DoB
• Answers to donor questions

• Any risky behaviours
• Male-male sex, sex with sex workers, 

injecting drug use
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Medicare Data Leak

• Medicare published a sample of 
“deidentified” MBS/PBS data on 
data.gov.au

• Random 10% of Medicare Nos
• All claims 1984-2014
• Two datasets:

• MBS (services)
• PBS (prescriptions)

https://futurewise.org.au   
@FutureWiseAU



ABS Linkage

• ABS definition of statistical linkage key
• XXXXXXDDMMYYYYN
• Published online

• ARWRE010119011

• Partial details of the algorithm used to 
obscure data was published with the 
datasets
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Unimelb Research (1)

• Using only publicly available data
• Decrypted the provider ID numbers

• Implications
• Breached privacy of doctors
• Patient IDs were likely also obtainable
• Linkage of provider info

• Hasty Govt legislation making reID illegal
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Make crumbs into bread

• The same group were able to link 
publicly  available data with the dataset 
to positively identify individuals including 
sportspeople and politicians

• “Decryption” not necessarily required
• Eg

• Sportsperson with appendicitis
• Demographics from Wikipedia
• Date of MBS item for appendicectomy
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Uniqueness open data

• Multiple strengths and brands reduce the 
entropy of a combination
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Culnane, Rubinstein & Teague. Health data in an Open World. arXiv cs - https://arxiv.org/abs/1712.05627
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Trent CRUMBS

• JETACAR the year I started med school
• Children aged 8 & almost 5
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Trent CRUMBS

• 4 year degree >2002 
– Postgrad UQ MBBS

• Finished school 
1993-1995

• Link 3 records with 
same Surname ID & 
Postcode 487X
• Born 1976-1978
• Born 2008-2010
• Born 2013-2015
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Yarwood v SMITH

• “Frequency attack”
• Search for the modal frequency encrypted hash

• Reduces the number of possible records
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Culnane C, Rubinstein BIP & Teague V. arXiv cs.CR: https://arxiv.org/abs/1802.07975



Govt plans

• AMA National Conference – Melbourne, 
26th May 2017

• Health Minister Greg Hunt
“[Opt-out myHealthRecord] means that we 
will have the capacity for some of the best 
health data analytics in the world, and that 
means that we’ll be able to do preventive 
health on a national basis in an utterly 
informed way”
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Secondary use
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what??
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Garbage in garbage out

• System Performance 
and Reporting
• SPR Dashboards

• “Bloodstream 
infections”
• SABs are OK
• What about the rest?

• Commission list of 
HAC?
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Local AUDIT

• 21 patients tagged by clinical coding as 
having “bloodstream infection”
• 13 had no positive BCs during episode
• 4 had CNSBCs considered NS by ID/CM
• 1 had Community-onset BSI
• 3 did actually have haBSIs

• 3/21 = 14%
• This is what our funding penalties (and 

our big data predictions) are based on
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the issue

• Healthcare workers are not really all that 
great at confidentiality
• See also:  The curtain of silence
• “Charts in cupboards” mentality

• Almost all healthcare workers are 
completely terrible at computering

• Almost everyone everywhere is terrible at 
computer security

• Technical solutions / sanctions don’t 
prevent “authorised” but improper access
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Doctors 

https://futurewise.org.au   
@FutureWiseAU

Culnane C, Rubinstein BIP & Teague V. arXiv cs.CR: https://arxiv.org/abs/1802.07975



More siloing

• Huge disconnect between the needs of 
healthcare workers and IT departments

• “They just need to double the Gigabits”
– staff specialist in this hospital

• “You just need to patch your OS”
– geeks everywhere in response to WannaCry
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What can we do?

• Consider the implications of your 
communications
• Patients, colleagues and self

• Information not collected can’t be leaked

• Get more engaged in eHealth
• Without clinicians, the geeks will do it for us
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THANK YOU

Visit our website for more information: https://futurewise.org.au
Join our discussion forum: https://forum.futurewise.org.au

Follow us on Twitter:  @FutureWiseAU

https://futurewise.org.au   
@FutureWiseAU


